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**** 2nd  CHANGE ****
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
5G-RG
5G Residential Gateway
FN-RG
Fixed Network RG
**** End of 2nd CHANGE ****
**** 3rd   CHANGE ****
7
Security for untrusted non-3GPP access to the 5G core network

7.1
General
7.2
Security procedures
7.2.1
Authentication for Untrusted non-3GPP Access

……
7A 
Security for trusted non-3GPP access to the 5G core network

7A.a
General
7A.b Security procedures
7A.b.x Authentication for Trusted non-3GPP Access
Editor's note:
This clause will capture the authentication procedure for a UE accessing to the 5GC via trusted non-3GPP access.
7A.b.y Mobility handling for Trusted non-3GPP Access
Editor's note:
This clause will capture the security of mobility handling for a UE accessing to the 5GC via trusted non-3GPP access.
7B
Security for Wireline Access to the 5G core network
7B.a General
7B.b Authentication for 5G-RG
Editor's note:
This clause will capture the security procedure for a 5G-RG accessing to the 5GC.
7B.c Authentication for FN-RG
Editor's note:
This clause will capture the security procedure for a FN-RG accessing to the 5GC.
7B.d Authentication for UE behind 5G-RG and FN-RG
Editor's note:
This clause will capture the security procedure for UEs behind a 5G-RG or a FN-RG accessing to the 5GC.
**** End 3rd   CHANGE ****
**** 4th   CHANGE ****
Annex X (Informative):
Authentication for non-5G capable devices behind residential gateway

X.1 
General 

This annex describes the authentication procedure, using EAP-TLS as an example, for Non-5G Capable (N5GC) devices behind Residential Gateways (RGs) in an isolated 5G networks (i.e., roaming is not considered) with wireline access. The registration procedure of N5GC devices is described in TS 23.316 [xx]. 

X.2 
Baseline for using non-5G capable devices with 5GC 

N5GC devices lack some key 5G capabilities, including NAS and the derivation of 5G key hierarchy. Those devices exist in wireline networks and need to be able to access the converged 5G core. The authentication of N5GC devices can be based on additional EAP methods other than EAP-AKA’. The procedure in X.3 uses EAP-TLS in Annex B as an example, but it differs from the Annex B in the following: 

a) the W-AGF creates the registration request on behalf of the N5GC device; 

b) AMF/SEAF does not send any 5G related parameters (including ngKSI and ABBA) to the N5GC device; and 

c) Neither the N5GC device nor the AUSF derives any 5G related keys after EAP authentication.

X.3

Authentication Procedure 
Figure X.3-1 shows the details of the authentication procedure as part of the initial registration procedure specified in TS 23.316 [xx] following the principles listed in clause X.2. It uses EAP-TLS as an example, but other EAP methods can also be supported. 
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Figure X.3-1: Initial registration of an non-5G capable device to 5GC
In the following, the steps 1-14 for initial registration of an N5GC device to 5GC are described: 

1.  The N5GC device connects to W-AGF via a RG which is configured as a layer 2 bridge. W-AGF is associated with a 5GC. 

2a. W-AGF initiates EAP authentication procedure by sending an EAP request/Identity to the N5GC device via the RG, which acts as an L2 bridge device and forwards the ethernet frame to the N5GC device. The EAP message is encapsualted inside an L2 frame (e.g., EAPOL). 

2b. In response, the N5GC device sends back an EAP response/Identity including its Network Access Identifier (NAI) in the form of username@realm.  

3.  W-AGF creates a registration request on behalf of the N5GC device with an indication of "N5GC device". 

Editor's Note: SUPI/SUCI related aspects need to be clarified.

4a. W-AGF selects the AMF/SEAF.

4b. W-AGF sends to AMF/SEAF a registration request on behalf of the N5GC device. The registration request includes the NAI, wireline network name if available, and a device capability indicator (e.g., the device is non-5G capable). 

4c. AMF/SEAF sends an UE authentication request to the AUSF. 

5a. AUSF sends an UE authentication Get Request to UDM. 
5b. UDM selects an authentication method, e.g., EAP-TLS.
5c. UDM responds to AUSF with the selected authentication method. 
Steps 6-14. 

The selected authentication method, e.g., EAP-TLS, is executed between the AUSF and the N5GC device with AMF/SEAF and W-AGF functioning as the transparent EAP authenticator. Upon a successful EAP authentication, EAP-related keying materials including MSK and EMSK are derived by both the AUSF and N5GC device. 

Editor's Note: Steps 6-14 need to be specified further.
NOTE:  Neither the AUSF nor the N5GC device performs further 5G related key derivation from EMSK, since neither 5G AS nor 5G NAS security are used in this setting. 
**** END OF CHANGES ****
